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Security Evaluation of Pair-based User Authentication
against Guess Attack using Words and Emojis (2nd report)

YosHIKI YokovyAMALT1:2)  TETsusi TAKADALP)

Abstract: One of the threats to the knowledge-based user authentication is guess attack. Human-chosen
passwords or PINs are unevenly distributed. Using this bias, an attacker attempts to impersonate someone
efficiently than brute-force attack. Our research group has proposed a user authentication scheme called
“AssociPass”, in which the credential is a set of paired information. Our works has revealed the following
two results about this scheme: (1) the scheme can improve security against guess attack without hampering
usability. (2) further security improvement was suggested by using Emoji-pair credential instead of word-
pair. However, the results were based on small experiments. In this study, we conducted a new experiment
with participants recruited through crowd-sourcing. The results show that there is no significant difference
in both usability and security against guessing attacks between word-pair and emoji-pair conditions. On the
other hand, we also obtained a favorable result that one of the issues identified in the previous work could
be improved by using emoji-pairs based credential. The paper reports on the conducted experiment and its
results.

Keywords: User authentication, Knowledge-based user authentication, Pair-based credential, Guess attack,
Emoji, Usability
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Table 2 Demographic Information of Participants and Used Equipment
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0 RPN DHERIBRIZ L TR WS Z itk B.

KT ONT & DU DB R
Table 7 The results of guess attack by human attackers

KM (REIIE)  ’ETHY v MK
WdR 14/120 (11.7%) 7/20 (35.0%)
EmR 19/120 (15.8%) 7/20 (35.0%)
Wd8 19/120 (15.8%) 8/20 (40.0%)
EmS8 37/120 (30.8%) 12/20 (60.0%)
4.2.2 ERBIER

A& BB DR ST

N EBHEPHEOIER 2R TITRT. HHEMFTHHL6
HOBEEDHERIRE R L SE D YT EITR-72DT
BSRAIT BT B BRI O RFENNIZ 120 [|] (20 7 777 >~ b
X6 HOWEE) Lo TWD., RNO TFEERE FDfE
1%, 120 EOBEED 5 B IEIFIRORIEIZ L) U 7z [ % R
LTEY, RET AT Y M ANFESRM 20T 7 DS
L, MEEBEPRESNEZT Y Y MAERLTWS, 72
BARERIE, (b2-2) THRARZZBHEORETIED > 5, H=
BEETOBZIZHEHISYIalL—Ya ViR THY,
50T 127 R OHER TREHBRIREIND Z L 2EKT 5.
ZDOFERIZOWVWT WAR-EmR [ & WdS-Em8 fiid Zh %
N UTHA ZRREIC L DREZEML 72, T OHE,
WdR-EmR BIZEREED R S Nieh > 725, WdS-Ems [H
BEEENR SN (¥2(1) = 7.547, p = 0.006 < 0.05).
Mo & WU DIFIC & 2 RS

(FIE b3) TEHMEL 7-WBEEHRD A7 & 0 IZET 258
MRZRT. TTRLHDIZ, (FEDD) TIEINZE
EHIZBE T 2 RENIEHRE2R 8 ITRT. HVWTHEML-4
FEOSHHERELTOERITRT.

o RYIEMHBALDDOHALE: £ 9
o MERRIHIRIAI TOOMFER: ] 10
o BrDIEROSMHER: R 11
o IERIEHE D HHRER: R 12

INSDORERIZDOWTHEHRE R FEM L 7. & 9 DFER
IZOWTI, T DEEPRP>_TEHE 1, H—x
TR 2DIFEL TWIRTIERIZ 2, A—_T W 3 DIFLE
UTWARTIERIZ 3... 205 BSIIRTIEROELLU
U To Y2717 %247\, Wilcoxon DNEN FMAE % it
L7z, ZTOFRE, R7BROBEEEVIZOVWTERSEMN
Roniz (W = 164,058,p = 1.798 x 1072 < 0.05). L7z
MoT, HEEX D HRRXTIC L BMBERBD I BT HHR
ELUTHEORKREL LB L VWZ B,

F72£ 10 BL UK 11 OFERIZDOWTH FAIRRD J5IE TR
EEFEMUZ. ZORRE TEEREREMTONZLD] B
T T VBEROPZLD] 1IZD20WTH, BEENES
nr (Fazm).

o £ 10: W =576,592,p = 2.2 x 10716 < 0.05
e &K 11: W =88,773,p=5.563 x 1077 < 0.05



R 8 DRRL - MEHR
Table 8 Overview of the collected credential information
XA BERSM
TV M 143 128
2= — 7 RTIEHRE 512 494
I=— IRERIFERE | 381 faxF 554 HiFh
RO RTHUAIZB Y 2MEHRDOD LD

Table 9 Credential biases based on a paired words/emojis

RXHRT HEERT
469 (91.6%) 482 (97.6%)

17H0 Y DOATRHHA

2759 N CHA 35 ( 6.8%) 8 (1.6%)
37HY Y FCHH 5 ( 1.0%) 3 (0.6%)
5777y NTHH 2 (0.4%) 1(0.2%)
87 A Y hCHIA 1(0.2%) 0 ( 0.0%)

xR 10 RN RN TOMBEHRO 272 LD

Table 10 Credential biases based on a word or an emoji

1747 TOARMA | 196(51.4%) 413(74.5%)
2-5 7w NTHIA 149(39.1%)  114(20.6%)
6-10 7H 7> N THIM 27( 7.0%) 21( 3.8%)
11-15 7477 > h THA 6( 1.6%) 3(0.5%)
16-20 7477 > h THIA 1( 0.2%) 3(0.5%)
21-25 7 A v b CHIA 2( 0.5%) 0( 0.0%)

xR 11 BLOHRONELD
Table 11 Frequetly used words / emojis for decoy

fe X HiEE
L7HYY R TOBFA | 201(66.3%)  206(83.4%)
2.5 7 A Y TR 102(33.7%)  38(15.4%)
6-10 74 > b THIH 0( 0.0%) 3(1.2%)

B L b HHROMBEL 303 247
R 12 4 RTIZHW =R ISR D 2

Table 12 The number of words/emojis for making 4-pairs

RS | faxX T T HEERT
8 1 72(50.3%)  96(75.0%)
7 15(10.5%)  13(10.2%)
6 1 13( 9.1%) 8(6.2%)
5 fHR 34(23.8%) 9( 7.0%)
4 TR 9( 6.3%) 2( 1.6%)

RIT 4 RT T T 2RI IR D 27 7 & D IZ DWW T
FHRE R EML 2. & 12 OFHIZ DT Fisher O IEfEE
RIME % FMi U 72458, Fe0F L B0 RBUC AR
ERR SN (p="T7682x107° <0.05). £I T, LD
B AR C BGE LA UTFIT DD B h e H 1 e T
BNCHRGEL 72 & 2 A, REUIE AL 4,5,8 THETERE D E
BIZABEVRR SN,

o SIHEW : x2(1) = 17.419,p = 2.999 x 1075 < 0.05
o 51HW 1 x2(1) = 14.187,p = 1.655 x 10~ < 0.05
o 415 : x3(1) = 3.882,p = 0.049 < 0.05

5. EXR
5.1 {RERAREE

4 BEFHFHTHE LRI DONWT 4 BOEBRIERD S5
MEBRRD, FFTIZUHIZ 41 HOFEEH» S, i H1, H2
FHEESINLFE RS, K HL OEEMHIE, FIFK
RO RS 1HEMLL EOMIRIZ B W T HIEIFRD R
REFATREMEIC DWW T HEE LT D 2 eI AR AR
SNED o272 ThHD. HH H2IZDOWVWTH, HiEEi
SCFART D GA [ CRRE G WO SR 3 & O FRGERERIC A
BhEFRONEP oI5, KFH2 ZEEIND
s .

WITRE H3 7208 4.2 HiDFER M O BEI N L EZ B,
ANIZ & BHEBIBREER T, T ¥ X L8RS N &R
IR B BRI RIZ D W T HEE LI TR THEE R
ElERoNLh oz, EFINEINZBEFROD2LD
HTTIE, RTHAL, WEEREAL, B &0 HRO 3D
FIZBWTHEEENR SN, ENHBRCFOTHBERT H
7Y N TCH—EERAHEDLNBMEMIIH D VI FERE -
2. 272U, X0 ORISR T L RO HEEIC
B AREFDENIKE WD, TNEZET S L 5ED
WEAMNKEEZRZIZLI ZIEEDONTED EADRE
MR ORMAPE D LB 5.

—75, SRR ONHETIIINE TOMEL ITRR S
ERIB LN (R 1228). HEERT T 15%OMEHE
WA SHHMT 4 RTEBE LTV DT L, BXFDOH
13 8 TERIZ X BRI 50.3%I2 ¥ E D, b DT 45
TEHRIC & 2 REIE RS GRS L IR L T2 WiE R & e o
oo ZODMIFHERSEZREEICTS LTEELUWERT
H5. NZXBHMBEEDFER (£ 7) 75 Em8 &Rl Dkt
RN RIIBREE VR TH - 720, TOREEIFHES
PEE IR L TR 225 Z 2 o o B 25 S 138
NBFEFHNEIFERA RV, TRTOMEEHRD 8 IHHRT
MR X T 2 AT U THEIBUR A T b 7256 O BE
BINRIZLAT D@D IZRBEEZONENLTHS.

o HLFESME @ 11.85% = 15.8%(Wd8) x 0.750
o R FHM: 15.49% = 30.8%(EmS8) x 0.503
L2, ZOEMmd H3 2 HET 5 Z &3 sin. &o
THRELFRTNT K AIEEHRILHFE & Ll U CHEH S8
NI suetzdEL> 3 IXEARY, LiEROT 5.
5.2 SEROFRE
SHOFEIIDOVWT 2 L0k R 2B, 1 DDIIFBEIFHRIERK
HHEIZET I REZEZTWS. SEOERTIIRTER
DIER 2 HIE U 72 7= R 7 HAL TN 8% /E& L T
Wiz, 2L, #BoOMBERE FOBRE RS T
WTTT7 2—BDOFEMDH & TRIZEKRL, TOH1S



MEIEHRIZ T DI T Z2BIRT 2 HENEZOND. 3
J—=R3IXRTDWERT T 7 %ERL, ZTOFNSEHK 2N
T EMEERE UCERINATEIIZT S, CWHOELETHS.
FIOTRIZE D ERBEERE D72 & 0 H{KIRT 5 A EE
A5 L HIAATVS.

5 120k, HEE - X TLHNORRIEROEATH 5.
SAFE XTI X ZMBEROLZ2MIIHE L AERET
HoT-D, RERIEBREROP- L D IZBEEI NG & WO KR
%?t.AE@#%%&&Ziﬁ-%X?uﬁwﬁﬁﬁﬁ
EHWSZ 2%, MENSE2 1 MICEEEILHEAZR
DB EDHEIZODWTERET 2D T WL,

5.3 FERR

B ZE 2 D W TSR D AR S TR e e
%, HEESEEARIED 1 DI EHRFHEE L1056 7%
WIVY - REMEBEEHRE L, R T B THIAZTD
FEMREINTWS (8], [10]. LA UK [10] 12 & 55F
filiClk, EBIF I L 2 HERKE T ISHDBERIIE &\
IFERMNREINTWS

Xk [9] T, 7RG @K%féﬂ# MZFENT B
@@%@@ﬁ@¢#b%ﬂ?%mﬁ?&%ﬁ$bf“
:@tybﬁmﬁﬁﬁﬁﬁéﬁﬁhﬁﬁﬂﬁﬁﬁﬂié%
DT, KADARD Db hehbZ 28 LzE0
THD. TOFEH U CTHHBEIZET 27Hfi 217> 72
FER, 26.3%NDHWERHINKRTH > 7=.
XZFEerRHAUAZEARIEFELIREINLTY
% [11], [12]. 3CHER [12] Tl 795 NS E G % fE Ak X
¥, TORNEEZDMLTWS. TORE, MEHHRE LT
FHINP T VIR EWMAET 5 2L 2IHSPIT LTV 5.
B2 OWR L RITMERL DE NI 2 5B, 1 DFRT
FEHMOMAIC & D WEHEHNT 2 HEDDH B IHHE P
LTWBETHD, £H120, YIalb—variiiv
Z 1000 [F] D HEJNIZ FH2Y 9 2 HE I 8 D 22 % 51l L T
WA ETH 5.

6. BbHYIC

HIERIR S B A GREE I IS MR Y W S B DSTFAEL
FURLMEEZRAVTRYDTELZITD &L BEIRNIZIKE
MPHEERZ D OHENRBE THS. ZOREIZHL,
% DWIFE T N — 7Tl “AssociPass” & IER T IFHD
EEEMWERRE UBAREZREL TS, RTER
EHWS Z & THEEEDHER U 721F 1375 S 7 RN
Z, HHIHEANOZEMNREINDI LEZ--DTH 5.

AT DFER P S, HFEIZ L 5 X T HW CHEJIBEEA
DLZEWDHERI NN, TO—HTHHKEEZEZIZL
S HMBERBPES IR o7, TN o OMESIIN L TH
FEOPDL VIR FEAWS Z & TWEERAATRER, W
EMERIRBINSGFERE o7, LHL, ZThsDFER

IR ENERIZEZ2EDTHY, —B{ETEZLDTIE
hotz., TIZTARMETIZIIURY =YV 7 REBLUT
SMEEFED, * VT4 VEBRITTHATREMN & L2
fiiz LML 72, = DGR, EGERO AR & FRGERH
WOWTIFHGE LI X FRMAMTEN RN L2 S H
U7z, —F, BRI DOWT S HEE LT
BROLNT, MXFE2EAT S I L THESZMTHS I
Hol-MEEEZRELD B EITVARVWEERER -2, U
P TR OP-E 0] LW ES TG ED
BAZEDUEREP A SN, SEOEBRERE 5%
Z, BEE - ASUFLAN O R T IEHOZA LI EIER D VR
FikE TR 5 Z L THAIKBIZNT 242t r 2 HT 5
NRHFEOFEH AR TV FETH 5.
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