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A Proposal of Usable Two-factor Authentication
by Eliminating a Use of Physical Device

TETSUJI TAKADAL?)

Abstract: We propose a two-factor authentication (2FA) that does not require the possession of a physical
device. 2FA is provided as an option for a user authentication in major web services. However, its adop-
tion rate remains low. This is due to the cost burden and concerns about the use of 2FA. To remedy the
issues, we propose an alternative 2FA scheme that assigns a user authentication page to each user, and the
URL is considered one of confidential information. Through the discussion, the following two advantages
are clarified. (1) The operation of the proposed method is almost the same as the conventional password
authentication. (2) The proposed method can improve the security against credential stuffing attack and
phishing attack. We believe that the proposed method can provide a new option for users who cannot use
existing 2FA schemes and for service operators who are hesitant to provide them.
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