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an Alternative Measure against Mass Attack
with Leaked Account List
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Abstract Mass attack to web services with leaked account list has been done in recent days.
I propose an alternative measure against the attack called “authentication shutter”.

1 0000 000000000000000000000
0000000000000 5000000
000000000000000000000
000000000000000000000
D00O0O0IPADODOO 20130000000

0000000000 (aka. OOOOODOO
gobo,bbooobboonoobooooog
gbooooogoboooobobooobobo

DO0)[1,230000000000000  ppopopopoooooooOo (500002013
D0000000000002014060160 LoQ 100000008000000000

000 [4O000002014060000000 poogopoooooo00o (6000000
000000000000000000000 g yopoooooo0oo000000000

gobogos3sbboobgoonoboonobd 0000000000000 00000000



gogooooboboo2013000booboogd
gbogbobooboboobobodobd
gpoboooooog

gobboooooboooobooboboboo 2013

040000000000000000eBook
JapanO0 0O O 0OO0OO0ODOOOOOOOO [7]
gboooboobobobobobooboboobo

gboobogobooboobobooboobaoon

goodboooooooboooooog modg
O000o0o00oooopooooooOog (=
O0000o00oOooooOo)ooooooolo
00000000 oDbO0ooooooonDoono
gooooooobool1oooogouobobo
goodoooostibobououobobobobg
00D000000DbO00bOoO0oDOooOooo
gbooobobooobooboobooboobo
0((@O0O)oooboooooooooooooo
JO0O00ooOoOobDOn eBook Japan 00O OO
gbooobobooobooboobooboobo

gbooboboooooboobooboobooooon

gboooooboboobooboboobg

gobooobooobooooobooooobooon

uboobobooobobooobooonoo
gboooboboobobooboboobg
gbooobobooogobooboooobobo
gbooobooobobooooboboong
gooboobooboobooboboooobg
gooobobooobooobogobooobobo
gbobooobooboboouoboobooooog
gboobooboboobuooboboobda
gbodgbuoboboobuoobobodbd
gbooobooooboobooboooboong

gboboboooooboboboboooon

000000000000 00o000o00ooo
O0000000000000 authentication
shutter OO0 O OOOOO

2 JOooooon

gooobooooboboooboobobog
goooobooooooooobooooIbO
gooobooooboboboobooooobo
000 1,3 0000000000000000

000000000000000000000
000000000 (0000000000)0
000000000000000000000
000000000IDO00000000000
000000000000000000000
0 [R00000000000000000 [9)
000000000000000000000
000000000000000000000
000000000000000000000
00000000 ID&O0000000000
0000000000000000000 10
000000000000000000 ID&D
000000000000000000000
000000000000000000000
000000000000000000000
000000000000000000000
000000000000000000000
00000000 [10,11]000000000
0000000000000000 [14)0
00000000000000001000
0001000000000000000 (Sin-
gle Sign-On:$SO) 0000000 100000
0000000000000000000000
00001000000 (000 ID/Password)
000000000000000000000
000000000000000000000
000000000000000000000
000000000000000000000
000000000000000000000
000000000000000000000
00000000 SSO00000000000
00000000 SS0O0000000000
000000000000000000000
00 SSO000000D0D00000000O
00O0O0OWebODODODODO SSOOOOOOOO
0000000000000000 [13]0SS0
000000000000000000000
000000
SSO000000000000000000
000200000000000000000
000000000000000000000
000000000000000000000
000000000000000000000



000000o0oo0o0o0o0ooooooo/ooo
gbodgbuoobobobuoobobodobd
gobooooobooon
gboooobobooboboobobo
2|000000000D0O0bOO0ODOOoOooO
gbooobooboobooboobooboong
gboooboboobooboobooobobo
ggodooobbboboooooooooon
gboooboobobooooboboonbg
gbooobobooooobobooobobo
gboobooboboobooboobodoyd
gooobooIpOobooobOoboboOonDOon
ooooobooobbooDoDIPDDODDODDOD
goooIp00b0O0OOo0obOOoObOObDOn
gboooboobooobooboboobg
gboboboboboboboboooobo
uboobouoobobooboboong
googobooobboobboooboboboog
goboooooboooobooooooboon

3 Authentication Shutter [ [
[]

ubooodoboboobobooobonoo
gboooboboobobooboboobd
gbobobooooooboboooobobo
gbooobooobobooboobooboong
gboooboboobobooboboobd
gboooboooboooobobooobobo
gbooobooobobooobooboboonog
gboooboobobooooboboonba
gbodgboboboobuoobobodbd
gboobooooobobobooboboooog
gboooboobobobuooboboobda
gbodbuoobobodgbuoobobobd
gb200000000000000000040
gobooboobbooobooboooog

ubobobogobobodoboboong
gboobooobobobooboboong
gbooobooboboboobobooba
gbodgbuoobobodgbuooboodaod
gbooobooobooboooboboboobg
gobooboboobobboobi1boobd

gboboboooboboboboobonooo
gboobouobobbooboobobod
gboooboboboobooboobonboo
gboobobooboobooboobooo
gboobooboobobobooboobobod
200000000000 100000004d
goboboooboooobooogoboon
gbobooobooboobobobooboooa
gbooooboooboogn

e 0D IDODODODODODODO

e JOUOODOOOOOOODLDDOO

000000000 (o0)Doooooooo
goon

Ooobooboobogo2400n0 36s00onogn
gooo0ooooobobbooooboooooo
ggbobobooaobbboooboodanon
gobobboooobobooouobbuoooon
goooooooooboooooboboooono
ggbbboooobobooaobbuoodanon
goobboooobbboooooooboooo
gobooboooboooobooooboon
ggbobooobobobooooobbooodoanon
oooooobobobobobbooooooboobon
oooboboooobooooobooooobobooo
ggbobooooboboooobobooanon
gdobbboooobbooooooooooo
0000000o0ooooo (booo)ooo
ggbobooooboboooobobuooanon
goobboooboooooboboooooo
gobooooobooboooobooboon
gbdgooboboobooboobooooaon
goobbboooooboooouobobooonoo
gobooboooboobooobooogoboon
ggobobooobobbooobooboooabo
goooooooboboooobooooooo
gobooboooobboboobooboon
gobobooooboboooobboogon
goodoboogooobobobobbbobbbon
goboobooooboooboobooboon
ggobbooouobobboooobooobogn
oooooobobobobobobboobooogooo
(Authentication Shutter)0 00 00O



gbobooboboobbooboooobo
0000oOooooooooooooo/ooo
goboooboobobooboooooboonoog
gbooobobooboboooboboobda
gbodgbuoobobodgbobobodobd
gbooooboobooobobooboboonbg
gbooboooboobobooooooboobo
gbobobooboobooboboobobd
gbooooboobooobobooboboonbg
O00U00O0oOU0oU0o0ooooooooo (2]
gbobooboobobooboboobooog
gboooboooboobooobooboooobo
gboooboboobogobooooobobo
Google 00O “0000O0DOOOODOOOY0OO

gboboooooboobobooogooooon

gboboboooooooooooooon
goboogbooobobbooboobaoodg
gobooboooboo

3.1 0O0O40d

Oo0O0OodWebOOOODOOOOOOOO
gbooooboobooooboboboooboooog
1000000b0obobobobob

Authentication
Shutter (AtSt)

(0 f( ; f)l
etc
set (change) shutter state
shytter state

(1) send UserlD and Password R

”| Web app.

(user authentication)

User (3) reply auth. result

<

O 1: An Overview of User Authentication
with Authentication Shutter

00000000000 (User)DOODOODO
O0o0o0ooooooO0 (Webapp)OQOQoOQoQo
goboobbooboooobooboobg
gbodgbuoobobobuoobobodobd
gobooboobobooboooooboonbog
goboob200b000b00b0bO0o0bDbg
gbobooboobbooooab

Authentication

Web a
e Shutter (AtSt)

(user authentication)

User

open shutter (a) Py

3
>

auth. request (b)

>

_ auth. reply (User Interface) (c)
<t

user ID (e)

shutter state request (d)
L

password (g)

Y

__ shutter state reply (f)

<

auth. result (h)

A

close shutter (i) N

3
>

t Y Y Y
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