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Abstract

In this paper, we propose a visual anomaly detection system of network connections on a client com-
puter. End users have been exposed to security threats and they are still vulnerable to unknown emerging
threats because current tools such as anti-virus software and firewall can only handle known threats.
Proposed system aims to become a complementary security tool for end users by visualizing network
connections from and to their computer. Our system helps users to build a normal usage model in their
mind and it assists them to be aware of suspicious network traffic on their computers by finding a vi-
sual difference between images. We also show four detection examples of anomalous network traffics by

the proposed system. Their examples show that our tool has a potential to detect anomalous network

communications.
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