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Abstract Our study is shoulder surfing resistant authentication system with smart-phone’s
vibration. Our authentication system shares secret information between user with vibration,
which has some features, possible to defend against shoulder surfing attack with camera, low
memory load, possible to authenticate the user only with 4-digit PINs, without any extra devices.
This paper describes that the design of the authentication system with smart-phone’s vibration,
which theoretically enable to resistant multiple times shoulder surfing with camera. We did
a feasibility experiment and safety experiment with Android smart-phone. We find that the
fastest user was able to authenticate within 21 seconds, authentication failure rate was 9% in
fastest authentication speed. Furthermore, all subjects were unable to guess true password from

video movies.
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