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Abstract Password cracking is a practical issue in knowledge-based user authentication. FEs-
pecially password guessing attack, such as dictionary attack, is a major methods in this type
of attack. To counter this type of attack, we try to apply “a personal difference in informa-
tion recognition” to a user authentication. This makes password guessing more hard because
attackers have to guess a victim’s secret more than one times. In this paper, we use a deformed
portrait as a secret in a user authentication. In this system, attackers have to succeed two
guesses in order to impersonate a victim: 1) Whose face is a secret?, 2) How a face is illustrated
to a portrait? We implemented a prototype authentication system and conducted a user study
to evaluate memorability of a secret and security level to a guessing attack.
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1. 000000 (brute-force attack)
2. 0000 (dictionary attack)
3. 0000 (guess attack)
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