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Designing a Better PIN Authentication by Allowing

to Input More Than One Numbers at Once

Yukt KOKUBUNT! and TETsust TAKADAT!

In an information security, inventing a novel scheme or a system with a higher
security level than that of current systems is an important work, but it is also
important to improve a security level of traditional systems, especially, they
has a poor security level. We tried to realize a better PIN (Personal Indenti-
fication Number) authentication because this authentication has been pointed
out various vulnerabilities in spite of it has widely been used in various scenes.

We change an input rule in a PIN authentication. Our proposal allows users
to input more than one numbers at a time. Although this scheme increases
user’s memory load, it realizes a better security level. We implemented a pro-
totype web application based on the proposed scheme and conducted a user
study using it. The result of evaluation indicates that a PIN input time of the
proposed scheme is almost same with a traditional PIN input scheme.
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Fig.1 An Overview of the Individual Authentication by Input Location Information
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Fig.3 An PIN Input interface of a Douji-Oshi Authentication
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Fig.4 An experiment timeline for a human memory evaluation
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Fig.7 An Another User Interface Design of Douji-oshi Input Authentication
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