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Stretchable Image-based Authentication enables to provide
Multi-level Security with One Fixed Credential

TETSUJI TAKADA!  YASUHIRO MoRit: 1!

Abstract: In this paper, we propose an image-based user authentication that could provide multi-level
security with one fixed credential. Generally, there are two approaches to improve a security of a user au-
thentication: 1) use an alternative or an enhanced credential, 2) use more than one verification schemes
sequentially. However, it is undesirable approaches because they put an additional operation load to users.
On the other hand, our scheme enables to change a security level flexibly while a user just answers one fixed
credential by a same operation. This authentication scheme makes use of the fact that we could prepare nu-
merous variations of image than a symbol-based information such as characters or numbers. We also discuss
that the proposed scheme is suitable for following two user authentication scenes: (1) ”Context-dependent
(Risk-based) User Authentication”, and (2) frequency of use is low but it needs a high-level security.

Keywords: Image-based User Authentication, Two-factor Authentication, risk-based authentication
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