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Warning system to encourage mearsure action to Android malware

Takahashi Motoka1,a) Takada Tetsuji1,b)

Abstract: A malware application for an Android terminal has been released in the Internet and an appli-
cation market. A threat caused from malware applications becomes non-negligible issue. A prior measure
against the malware applications is an Anti-Virus software and the software notifies users of a malware infec-
tion to their terminals by a dialog interface. However, the dialogs in commercial Anti-Virus software products
did not play a role of a risk notification and are simply ignored by mobile phone users. This is a serious issue
for mobile phone security. Therefore, we propose an alternative customized malware notification dialog for
both “leading users a better counter action to malware” and “inducing users to understand a security threat
from a dialog information”. We also conducted a user evaluation study for measuring an effectiveness of the
proposed dialogs.

Keywords: Malware, Android, Security Warning, Interface Design, Security Dialog, Threat recognition,
Mobile phone, Mobile Security
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